
Security Assurance and  
Testing 

A comprehensive approach to 
measuring and enhancing security 
through routine testing.

Security assurance and testing services 
provide organisations with practical 
insights into their security readiness 
by simulating real-world scenarios and 
evaluating response capabilities. 

Through structured testing programmes, aligned to the 
business’s existing procedures and training, organisations 
can identify vulnerabilities, validate existing processes, 
and strengthen their overall security posture before 
genuine incidents occur.

Physical Penetration Testing 

Physical penetration testing simulates real-world attack 
methodologies to identify vulnerabilities within the site’s 
physical and procedural security.  This includes using 
subterfuge, social engineering, and non-damaging bypass 
methods to get past human and physical security controls. 

This combination of tactics allows the skilled 
professionals to evaluate the effectiveness of security 
controls, policies and procedures through ethically 
attempting to gain “unauthorised” access to buildings, 
areas, and resources whilst mirroring real-world attack 
methodologies, scenarios, and techniques. It involves:

•	 Employing tactics including social engineering, 
disguises and exploiting weaknesses in physical 
security systems

•	 Testing access controls, surveillance systems and 
security personnel responses

•	 Conducting pre-hostile reconnaissance, including 
open-source intelligence gathering, and hostile 
reconnaissance prior to the test

Live security exercises simulate real incidents

Mystery shopper services review customer service 
standards

Tabletop exercises (TTX) test teams on 
hypothetical scenarios and emergency 

preparedness

Physical penetration testing evaluate procedural, 
physical, and social vulnerabilities within an 

organisation

Assurance and contingency testing validate 
business continuity capabilities



Mystery Shopper 

Mystery shopper services provide valuable insights by 
covertly evaluating the quality of service, compliance 
and customer experience through operatives posing 
as regular customers. These tests help identify areas of 
good practice and areas for improvement. The process 
involves:

•	 Creating tailored evaluation criteria and checklists 
aligned with a client’s specific needs and objectives

•	 Selecting suitable mystery shoppers to match typical 
or desired customer personas

•	 Conducting visits where “shoppers” interact with 
staff, make purchases, and observe the environment

•	 Assessing experiences and noting any deviation from 
expected processes and standards

After completing visits, mystery shoppers submit 
detailed reports including quantitative scores and 
qualitative feedback, analysed to provide actionable 
insights and recommendations for continuous 
improvement.

Tabletop Exercises (TTX)

Tabletop exercises serve as a proactive and strategic 
approach to testing an organisation’s response to 
various emergency scenarios, major incidents and never 
events – catastrophic incidents that are preventable and 
should not be able to occur.  

These operate through facilitated discussion-based 
scenarios rather than live simulations. Internal and 
external stakeholders discuss actions they would take in 
hypothetical situations, including:

•	 Addressing the immediate actions in the event the 
hypothetical incident were to occur

•	 Exploring roles and responses required during 
significant events

•	 Examining who, what, where, when, why and how 
people, systems and processes will be employed or 
affected

•	 Evaluating the effectiveness of business continuity 
and emergency preparedness plans, policies, and 
procedures

•	 Confirm knowledge, resilience, and continuity 
planning – challenging assumptions and single points 
of failure 

•	 Capturing key events, points, decisions and 
outcomes throughout the exercise

When led by experienced professionals, exercises 
are developed and run in a structured way, with key 
recommendations and action plans provided during 
the post-exercise analysis. Regular testing enhances 
emergency preparedness and reduces the impact if a 
genuine major incident were to occur.

•	 Following a detailed exploitation plan during the 
testing phase

•	 Evaluating policies, procedures and response plans in 
realistic conditions

Following the test, clients receive a detailed report 
including the methodologies used, results of intelligence 
gathering and reconnaissance, the exploitation plan, 
a chronological summary of key events, and final 
assessments with recommendations.



Live Security Exercises 

Live exercises, also known as live drills or simulations, 
take TTX to the next level by incorporating real-time 
exercises emulating emergency incidents. These involve 
participation from internal and external stakeholders, 
often involving engagement with multiple agencies, 
including the emergency services and other partners. 

These exercises mimic actual incidents, providing hands-
on experience that closely mirrors the stresses and 
urgency of real-world situations. The process includes:

•	 Assessing and evaluating the organisation’s ability to 
detect, respond to and recover from major incidents

•	 Actively engaging participants in a high-pressure 
environment

•	 Testing all key processes and systems that will be 
relied upon during actual incidents

•	 Providing post-exercise debriefs and reports for 
enhancing contingency measures

Key recommendations identified during the post-
exercise analysis are used to create bespoke action 
plans to enhance resilience. By regularly testing these 
procedures, businesses reduce the impact of actual 
emergencies.

Assurance and Contingency Testing 

Assurance and contingency testing focuses on evaluating 
an organisation’s ability to maintain business operations 
in the face of disruptions, natural disasters and other 
foreseeable emergencies. 

This testing methodology encompasses a range of 
assessments designed so organisations can effectively 
recover from incidents, minimise downtime and mitigate 
potential damage. The service includes:

•	 Testing backup and recovery procedures across 
critical systems

•	 Assessing the resilience of critical systems and 
infrastructure

•	 Evaluating the overall effectiveness of contingency 
plans

•	 Testing responses to physical attacks, including 
dynamic lockdown scenarios

•	 Ensuring continuity of essential business processes 
during emergencies

•	 Gap analysis – including identifying gaps in processes, 
policies, training, or in the points where they 
intersect

The primary goal is to verify that organisations can 
maintain operations and recover quickly, protecting their 
reputation and operational integrity.
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Benefits of Security Assurance and Testing

Investing in comprehensive security testing and 
assurance services delivers significant advantages that 
strengthen your organisation’s preparedness, validate 
response capabilities and support informed security 
decision-making.

•	 Proactive vulnerability identification: Testing 
services to identify weaknesses in physical security, 
procedures, and response protocols, allowing these 
to be addressed before genuine incidents occur

•	 Enhanced staff preparedness: Simulations and 
testing ensure staff understand and are confident in 
their roles, responsibilities and legal obligations 

•	 Improved incident management: Tabletop and 
live exercises develop and refine your organisation’s 
ability to coordinate responses across multiple 
stakeholders – building “muscle memory” to help 
manage incidents more efficiently and effectively

•	 Strengthened business continuity: Assurance and 
contingency testing validate that critical operations 
can continue or rapidly recover 

•	 Compliance: Testing services confirm adherence 
to regulatory requirements, industry standards and 
internal policies

•	 Actionable insight: Detailed post-test analysis and 
assessment provide specific recommendations and 
action plans for continuous improvement

•	 Reduced risk exposure: Identifying and addressing 
security gaps through testing reduces the likelihood 
of attacks being successful and the impact if a breach 
does occur

•	 Tailored testing programmes: Flexible services 
address your organisation’s security challenges, pain 
points, and are specific to your risk profile

Trust the Experts 

Corps Intel’s security assurance and testing services 
draw on extensive real-world expertise across diverse 
sectors and threat scenarios. Our teams’ structured 
testing methodologies deliver realistic assessments that 
challenge your organisation’s preparedness. 

Our detailed recommendations enable organisations 
to strengthen their security posture, validate their 
response capabilities and make informed decisions about 
protecting their assets, personnel and operations.

Contact Corps Intel Today 

Discover how our expert-led security assurance 
and testing services can enhance your organisation’s 
protection.

For further information, please contact  
intel@corpssecurity.co.uk


